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GETTING FAMILIAR WITH ACCESS CONTROL

One of the most important and least understood

parts of physical access control is the installation

process. There are good reasons why so few

companies exist to do these projects and even

fewer that can do them at a truly professional level.

The process involves coordinating many moving

parts, from hardware and security components

to the schedules of personnel, in order to execute

installations effectively.

In the early days of Genea, we traveled around the

country to help with installations in order to learn

this process in painstaking detail. With over three

years of managing hundreds of installations, we

wanted to give a quick break down of the different

components and processes involved with securing

your facilities.

COST EXPECTATIONS 

Costs can vary widely based on the city your facility

is in, the type of ceilings in the facility, how far the

doors are from the IT room and what type of 

locks are needed for different types of doors. In 

order to give a general idea of cost, we typically 

see an average of $650/door in installation costs 

and another $800/door in hardware (lock, reader, 

controller, motion sensor).

If you live in a city like New York or San Francisco,

you can expect your costs to be about 25-50%

higher for labor and components.
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The Hardware 
In order to understand the process, it’s helpful to get a complete 

picture of all the hardware involved. Here’s a quick list of the 

components of a full access control system.

THE MASTER CONTROLLER

This device hosts your local database, bridges your hardware to the 

cloud, and controls who gets access based on the rules you create. 

INTERFACE BOARDS

These devices transport data from the reader to the master 

controller, and control the lock on the door based on the master

controller commands.

THE READER

This is the device on the wall everyone sees. These read your key 

card or phone’s key number, which the master controller uses

to make a decision about whether or not to open the door.

ELECTRONIC LOCKS 

Varies between maglocks, door strikes, electronic crash bars, and 

many other types of hardware that keep your door locked.

ACCESS CONTROL CABLING 

These bridge all of the component pieces to transmit data between 

the readers and controller and transmit electricity between

the power supplies and the locks.

POWER SUPPLY

Access control systems require power to function. Your system’s 

power supply keeps the controllers, readers, and locks functioning.

DOOR POSITION SWITCHES

Otherwise known as door monitors, these devices tell you when a 

door is closed or open.

MOTION SENSORS/REX BUTTONS

These devices allow you to exit a locked door by sensing motion or 

when someone hits the exit button.
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The Process
We’ll try to keep this breakdown as short and sweet as humanly possible. Here goes nothing:

1. Before any hardware goes in, it’s crucial to get a site inspection done to evaluate how the cables will be

run and decide on the hardware that gets installed on the door.

2. During a full office build out, you’ll need to run the cables from the room where you will mount all of the

door controllers.

3. Next, a locksmith will install the electronic locks on all the doors that will be used to access the facility.

4. Once the cables are run and the locks are in place, a low-voltage technician can connect all of the door

components to the controllers and power supplies.

5. Once the hardware is installed, it’s time to program your system settings and test some keys. Once you’ve

verified that everything is working correctly, you’re all set!
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See Genea in Action 
Genea is the open, cloud-based access control for the modern growing business. Discover 

how our easy-to-use software can help you manage global access control for all your 

offices and ensure compliance with security policies and regulation. Our API integrations 

with systems like Okta, Active Directory, and OneLogin allow you to manage your physical 

access control system from your identity management platform.

SCHEDULE DEMO

http://go.getgenea.com/acton/media/34557/demo-request?utm_source=LP&utm_medium=blog&utm_campaign=site_launch&utm_term=overtime_hvac
mailto:sales%40getgenea.com?subject=

